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Return address: P.O. Box 6034, 2600 JA DELFT, THE NETHERLANDS 

 

 
Subject 

Declassification of memorandum concerning research Mifare card 

 

 

 

The original memorandum with subject “Reaction to Computer Chaos Club 

presentation on Mifare cards in December 2007”, generated by TNO on January 14
th

 

2008 was classified CONFIDENTIAL. Reason for classification was protection of 

potentionaly sensitive data of the customer Trans Link Systems.  

 

Based on the fact that Trans Link Systems published the content of the memorandum 

on January 16th 2008 during a public discussion in the Dutch parliament and 

subsequent press releases, the document is now to be regarded and handled as 

DECLASSIFIED, open information. 

 

All pages of the report will be marked accordingly. 

 

 

 

 

 

 

 

H.H.M. Ernst 

Corporate Security Officer TNO 
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To 

(Name of Trans Link Systems employee not published) 

 

From 

(Name of TNO employee not published) 

 
Subject 

Reaction to Computer Chaos Club presentation on Mifare cards in December 2007 

 

 

 

1   Introduction 

1.1  Background 
In the second half of 2005, Trans Link Systems introduced a contactless chip card 

system for public transport in The Netherlands. This system, which is called the ‘OV-

chipkaart’ system, is provided by the East West consortium and partly operated by 

Trans Link Systems.  

 

One of the chip cards that is used in the system is the Mifare Classic 4K card, which is 

manufactured by NXP (formerly owned by Philips) and used in many contactless chip 

card systems around the world. In a presentation in December 2007 at a conference of 

the Computer Chaos Club (CCC) in Germany, two people claimed to have discovered 

weaknesses in the Mifare Classic cards that make these cards useless for all but the 

simplest of applications. 

 

In response to that presentation, Trans Link Systems commissioned TNO Information 

and Communication Technology to do two investigations:  

 

1. A very fast investigation to assess immediate risks for the Dutch OV-chipkaart 

system on the basis of the presentation given on the CCC conference.  

2. A more thorough investigation, to assess not only the immediate risks, but also the 

risks of potential future discoveries of the CCC presenters or other people 

expanding on their work.  

 

This memorandum presents the results of the first investigation. The second 

investigation will be initiated shortly; its results to be presented at a later stage. 

 

1.2  Objective and scope 
The objective of this assignment is: 

 

1. To assess the credibility of the claims presented at the aforementioned CCC 

conference regarding weaknesses in the Mifare Classic cards 

2. To assess the short term risks these claims imply for both the OV-chipkaart 

system and it users 
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The scope of this assignment is strictly limited to an analysis of the material presented 

at the aforementioned CCC conference. Here, the focus is to assess the impact of 

current attack capabilities the presenters claim to have. For an exact analysis of 

(supplementary) risks that may or will emerge as the work of these presenters is 

expanded further, TNO refers to the second investigation that is to be initiated shortly. 

 

2   The CRYPTO1 algorithm 
The Mifare Classic 4K card makes use for its security of the so-called CRYPTO1 

algorithm, a cryptographic algorithm. This algorithm is used for the encryption of the 

data exchange between the card and the card reader and for the secure authentication 

of the card and the reader to each other. The encryption must secure the confidentiality 

of the exchanged data and prevent copying or manipulation of travel products and 

purse value; the authentication must make sure that the public transport can only be 

accessed with genuine cards. 

 

The CRYPTO1 algorithm is a proprietary algorithm, designed by NXP and kept secret 

from anybody but NXP and a number of licensed manufacturers of the Mifare Classic 

cards.  

 

The security of the card is in part based on the secrecy of the algorithm. The algorithm 

is used in combination with secret keys with a length of 48 bits. These secret keys 

reside on the card and enable the functions mentioned above, i.e. authentication and 

confidentiality. These keys should never be known outside the cards, not even to the 

owner of the cards, because if someone is in possession of these keys, he can for 

example write false products on the card or alter existing products.  

 

The used key length of 48 bits is considered to be very short, because it is not resistant 

against attacks in which someone tries to find the value of the keys with so-called full 

key search attacks. In a full key search attack, the attacker tries all combinations of the 

key bits until he has come up with the right combination. To be able to carry out a key 

search attack, an attacker needs to know the exact algorithm in which the key is used, 

otherwise he is not able to determine whether he has found the right combination or 

not. Therefore the fact that the CRYPTO1 algorithm is secret, protects against this 

kind of attacks. 

 

3   The CCC presentation 
In the CCC presentation in December 2007 the authors have claimed the following: 

 

1. to have discovered the complete CRYPTO1 algorithm;  

2. that this fact makes the card vulnerable to full key search attacks, because the key 

length is only 48 bits; the authors claim this can be done in one week using $100 

hardware, or in one day using $700 hardware; 

3. that there is no non-linearity in the algorithm, making it possible to step back in 

the algorithm to find older keys and that the combination of the bits from the shift 
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register is not well spread, making it even easier to find the keys than with a full 

key search; 

4. to have discovered serious weaknesses in the random number generator on the 

card; 

5. to have discovered weaknesses in the way the secret key is combined in the 

algorithm with the Card ID; 

6. that these findings render all cards that use this algorithm, among which the  

Mifare Classic 4K card, useless for all but the simplest applications. 

 

Notably, the latter claim implies that the current Mifare 4K card is not suitable for 

public transport and electronic purse applications. Each of these claims will be 

assessed in the following paragraph. 

 

4   TNO assessment of the presentation claims 
This paragraph will discuss how credible TNO Information and Communication 

Technology considers the claims of the presentation to be and what their specific 

consequences are. Here, the same numbering is used as in the previous section. Note 

that TNO has no knowledge of the CRYPTO1 algorithm, so judgements have been 

done solely on the basis of the CCC presentation. 

 

1. Because the authors have only presented parts of the algorithm, the claim to 

have discovered the full CRYPTO1 algorithm, cannot be fully verified at this 

moment. However, TNO is of the opinion that either they have fully retrieved 

the algorithm, or will do so in the near future. To start with, they have certainly 

located the part of the chip where the cryptographic algorithm has been 

implemented. They have also presented in great detail the logical build-up of the 

algorithm and in full detail the random number generator, even including the used 

generator polynomial. However, their oral claim that the whole system does not 

contain non-linearity, is in contradiction with a statement of NXP to TNO that 

actually the algorithm does contain non-linearity. This may indicate that the CCC 

authors have not found all details yet. However, TNO suspects that this is merely 

an error in their oral presentation. (Fragment not published by TNO due to third 

party confidentiality agreements) In the presentation they make a statement that 

seems to indicate that they know the algorithm does contain non-linearity.  

 

That the authors have not revealed the entire algorithm may be some kind of 

hacker’s ethics to not expose the full details until the attacked party has had time 

to react. This was also explicitly stated by one of the presenters. A second reason 

may be fear of legal actions by NXP. 

2. If the CRYPTO1 algorithm is known, this indeed makes the Mifare Classic 

4K card vulnerable for a key search attack, as a key length of 48 bits is too 

small to resist this kind of attacks. Even keys with 56 bits, together with much 

more complicated algorithms than the CRYPTO1 algorithm, have been broken by 

dedicated hardware. The mentioned estimated amount of financial investment 

required, however, seems far too low; TNO’s estimation several years ago was 

higher by a factor of 50. This is not too relevant, however, because both amounts 
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will probably be gladly invested by criminals, if the business case for their attack 

is positive. As a consequence, malicious retrieval of card keys is likely to be 

demonstrated in the near future. If keys of a card are retrieved by attackers, they 

can, with a complicated attack, write fraudulent travel products on the 

corresponding card, manipulate existing products and increase the purse value. 

(Fragment not published by TNO due to third party confidentiality agreements) 

Note that attackers need to retrieve multiple keys of a single card to be able to do 

that. 

 

It is also possible that an attacker eavesdrops and records the communication 

between a customer’s card and the card reader, conducts a key search attack on 

this data off-line and retrieves keys and user data of the card. This user data may 

include date of birth and balance of the e-purse. An on-line attack is not possible 

because of the time needed to retrieve the keys. 

  

Because each card has individual unique keys, breaking one card does not break 

other cards as well. Each card has to be broken individually with a newly initiated 

attack. 

3. The authors have presented little evidence for their claims that the algorithm 

contains severe cryptographic weaknesses. At the moment, therefore, it is not 

possible to reliably estimate whether or not this is true. If this really were the case, 

this would mean that the keys would be easier to find than with a full key search. 

However, as it is by all means possible to do a full key search on a 48-bit key, 

there is not much need to speed up the attack with complicated reasoning and 

hardware. This fact is also acknowledged by the presenters. 

4. The weaknesses discovered in the random number generator of the card are 

very credible, judged by the amount of detail they were presented with. Based 

on a first analysis TNO believes that it is at least theoretically possible to use these 

weaknesses. (Fragment not published by TNO due to third party confidentiality 

agreements)   

5. The revealed way of the combination of the secret key and the Card ID is 

quite credible, judged by the amount of detail it was presented with. In a first 

analysis TNO deems the corresponding attack not to be serious, since it requires 

the attacker to have found the key of an operational card (key_x in the 

presentation) which they are not able to do. The latter will be discussed in greater 

detail in the next section, Section 5. 

6. That the discoveries of the presenters make the Mifare Classic 4K unfit for 

public transport applications, is too quickly judged. The OV-chipkaart system, 

for example, does not solely rely on the standard security of the card for its safety. 

There are other mechanisms in place, like fraud detection and blacklisting, with 

which fraudulent operations with cards are detected and the cards refused in the 

system. A thorough investigation will have to be done to judge whether the overall 

security architecture is sufficient to secure the system enough to destroy positive 

potential business cases for attackers and to protect the public to a sufficiently 

high degree. This will be the subject of the second investigation, mentioned in the 

introduction. 
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5   Short term risks 
To assess the short term risk for the OV-chipkaart system and the people using the 

system, it is necessary to look at a negative claim the presenters made. They stated that 

they did not yet fully build hardware to do a full key search, a key cracker, although 

they say they started. But they merely showed a picture of a different, comparable 

project. They also explicitly stated that they are not yet able to break the keys. 

 

This is a very credible negative claim, because they would have been very eager to 

present such a success to the public.  

 

The fact that they have not fully built a key cracker yet, means that on short term the 

system is not at risk from a key breaking attack by the authors of the presentation and 

does not have to fall back on measures like fraud detection and blacklisting of cards 

for this reason. 

 

It will certainly cost the attackers time to build such a key cracker; they have to 

implement the CRYPTO1 algorithm fully correct and highly parallelize their attack in 

order to be able to search the whole key space in a reasonable amount of time. They 

also have to figure out a way to gather plaintext/ciphertext pairs, the input for the key 

cracker. The time needed to complete the attack is estimated by TNO at approximately 

half a year. And then the attack is in the hands of the authors of the presentation, not in 

the hands of criminals. This might become the case only after further publications. 

 

6.  Conclusions 
TNO is of the opinion that many of the claims of the CCC presentation are quite 

credible, judged by the amount of detail they have been presented with, for example: 

• The fact that the random number generator on the card shows weaknesses; 

• The fact that the combination of the key and the Card ID could have been 

done in a stronger way. 

 

The claim that the authors have reverse engineered the entire CRYPTO1 algorithm 

cannot be fully verified on the basis of the presented results. TNO is of the opinion, 

however, that either they have fully retrieved the algorithm, or will do so in the near 

future. 

 

Of these items the last one is the most serious one, as TNO shares the opinion of the 

authors of the presentation that knowledge of the CRYPTO1 algorithm enables a 

hardware attack in which the keys of the card can be retrieved, by building a so-called 

key cracker. 

 

The fact that the presenters have not fully built a key cracker yet, means that on short 

term the system is not at risk from a key breaking attack by the authors of the 

presentation. The time needed to complete the attack is estimated by TNO at 

approximately half a year. During that time, the system does not have to fall back on 

measures like fraud detection and blacklisting of cards for this reason. 
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If keys of a card are retrieved by attackers, however, they can write fraudulent travel 

products on the corresponding card, manipulate existing products and increase the 

purse value. (Fragment not published by TNO due to third party confidentiality 

agreements) 

 

A thorough investigation will have to be done to judge whether the overall security 

architecture that exists in the OV-chipkaart system is sufficient to secure the system 

enough to destroy positive potential business cases for attackers and to protect the 

public to a sufficiently high degree.  

 




